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Abstract of the contribution: This paper proposes a solution that handles IMEI checking in the various operators deployments, i.e. where the EIR is in the visited country and where the EIR is in the home country. It is assumed that the 3GPP AAA server/proxy is interfaced with the EIR. 
Discussion
At SA2#113 meeting, a solution was proposed for roaming cases in which the EIR used for IMEI check was always in the home country. After some investigation, it appears that some operators are using a centralized EIR (such as the EIR maintained by GSMA) and are happy to use the EIR in the UE's home country for roamers, while some other operators expressed the need to use an EIR in their country because of local regulatory requirements.
Therefore, the solution must satisfy both deployments: EIR in visited country and EIR in home country.
Moreover, it is already agreed, as specified in TS 23.002, that the EIR is interfaced with the 3GPP AAA server and not to the ePDG/TWAN to minimize the number of interfaces and to avoid duplication of the procedures in ePDG and TWAN. This should also apply when the EIR is in the visited country. 

Therefore it is proposed to access the visited country EIR via the 3GPP AAA proxy, while the Home country EIR is accessed from the 3GPP AAA server (only the interface from AAA server to Home Country EIR is needed in case of non roaming).
 Which entity should decide to trigger the IMEI check? In our opinion, it is quite natural that the operator who is in charge of granting the access (i.e. the VPLMN or the TWAN operator) takes the responsibility of the global action plan i.e. of:
· determining whether to trigger IMEI checking, 
· determining (via e.g. operator configuration) whether the EIR to be used is in the local country or in the home country, and 
· deciding whether to continue the authorization process in case of black-listed, grey-listed or white-listed UE (at least for emergency session with Local Break Out). 
In the untrusted WLAN case, the ePDG can retrieve the IMEI from the UE on its own, via IKE procedure. It is not the case for trusted WLAN case, in which only the 3GPP AAA server can retrieve the IMEI via EAP-AKA procedure. Hence, the solutions for untrusted WLAN and for trusted WLAN will necessarily be different.
Below, we detail the solutions which minimize the number of AAA exchanges. 

Untrusted WLAN

For untrusted WLAN, the solution allows keeping the same number of 3GPP AAA exchanges:

· After it receives the IKE_AUTH Request from the UE, the ePDG first decides to retrieve the IMEI from the UE (step 6 of figure 1). In order to allow the 3GPP AAA proxy (visited country EIR) or AAA server (home country EIR)  to check the IMEI via the EIR, the ePDG just has to add the following parameters in the subsequent Authentication & Authorization Request DER Diameter message to the 3GPP AAA server (step 8 of figure 1): 

· the IMEI retrieved from the UE (already existing and part of Terminal Information IE in Authentication and Authorization Request message) , 
· an "IMEI check request" parameter that indicates whether the IMEI shall be checked by the visited country EIR, or by the home country EIR. The absence of this parameter indicates that IMEI check should not be performed.
· The ePDG also has to decide whether the authorization process should continue or should be stopped depending on the IMEI check result. Hence it is proposed to add another parameter "Action upon IMEI check" indicating whether the 3GPP AAA server shall continue or stop the authentication and authorization procedure for each of the potential IMEI check results from the EIR (e.g. unknown, black listed, grey listed, white listed).
NOTE: In order to minimize the 3GPP AAA proxy processing and complexity, it is proposed that the 3GPP AAA server is in charge of interpreting and applying the "Action upon IMEI check" even if the EIR is in the visited country. The 3GPP AAA proxy only requests the EIR to perform the IMEI check and then passes the IMEI check result to the AAA server. 
· If the "IMEI check request" parameter indicates the visited country EIR, the 3GPP AAA proxy will then have to request the EIR to check the IMEI and then send the "IMEI check result" returned by the EIR to the AAA server together with the "Action upon IMEI check" provided by the ePDG. 
· If the "IMEI check request" parameter indicates the home country EIR, the 3GPP AAA proxy forwards the ePDG request unchanged to the 3GPP AAA server.

· Based on the IMEI check instructions received in the "Action upon IMEI check" and on the "IMEI check result" returned by the visited or home EIR, the 3GPP AAA server determines whether the authentication and authorization procedure shall continue or shall be stopped.
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Figure 1: IMEI checking for EPC access through Untrusted WLAN

Trusted WLAN

For trusted WLAN, the solution requires one more 3GPP AAA exchange when the EIR is in the visited country. This is because when the EIR is in the visited country, the TWAN cannot immediately provide the IMEI to the 3GPP AAA proxy. Hence, it is necessary to have a preliminary step where the TWAN asks the 3GPP AAA server to retrieve the IMEI and to return it to the TWAN, before the 3GPP AAA proxy can check the IMEI via the local country EIR. 

In addition, as for untrusted WLAN case, in order to minimize the 3GPP AAA proxy processing and complexity, it is proposed that the 3GPP AAA server is in charge of interpreting and applying the "Action upon IMEI check" even if the EIR is in the visited country. The 3GPP AAA proxy only requests the EIR to perform the IMEI check and then passes the IMEI check result to the AAA server. 
The principles are summarized below:

· After it receives the first EAP-RSP/Identity message from the UE, the TWAN adds to the subsequent Authentication & Authorization Request DER Diameter message to the 3GPP AAA server (via the 3GPP AAA Proxy in roaming cases) (steps 4 and 5 in figure 2): 

·   The "IMEI check request" parameter indicates whether the IMEI shall be checked by the visited country EIR, or by the home country EIR. The absence of this parameter indicates that IMEI check should not be performed; 

· The "Action upon IMEI check" parameter indicates whether the 3GPP AAA server shall continue or stop the authentication and authorization procedure for each of the potential IMEI check results from the EIR (e.g. unknown, black listed, grey listed, white listed);

· If the 3GPP AAA server receives the "IMEI check request" parameter from a TWAN, it shall perform the IMEI retrieval (step 13 to 17 in figure 2). 
· After the 3GPP AAA server has retrieved the IMEI, 
· If the "IMEI check request" parameter indicates the visited country EIR, the 3GPP AAA server shall return it to the TWAN in a new AAA-TWAN DEA Diameter message with EAP-Payload AVP absent, with the result code set to DIAMETER_MULTI_ROUND_AUTH and with a new "IMEI-in-VPLMN-Check" flag set to 1 in the DEA-Flags AVP (same mechanism as specified in TS 29.273 for TWAN SCM mode) (steps 19a and 19b in figure 2). 
· If the "IMEI check request" parameter indicates the home country EIR, the 3GPP AAA server requests the EIR to check the IMEI (steps 19c and 19d in figure 2).

· If the TWAN receives  the above AAA-TWAN DEA Diameter message with the "IMEI-in-VPLMN-Check" flag set to 1, 
· The TWAN re-issues a new DER command via the 3GPP AAA Proxy including the last EAP-Payload sent in the previous request, together with the "IMEI-in-VPLMN-Check" flag set to 1 in the DER-Flags AVP and the IMEI (step 20a in figure 2);
· The 3GPP AAA Proxy requests the EIR to check the IMEI and forwards the "IMEI check result" returned by the EIR to the 3GPP AAA server (steps 20b to 20d in figure 2).

· Based on the IMEI check instructions received in the "Action upon IMEI check" and on the "IMEI check result" returned by the visited or home EIR, the 3GPP AAA server determines whether the authentication and authorization procedure shall continue or shall be stopped (step 21 in figure 2).  

Note that in case of roaming but with EIR check in the home country and in case of non roaming, steps 19a, 19b, 20a-20d of Figure 2 do not apply.
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Figure 2: IMEI checking for EPC access through Trusted WLAN

Conclusion and proposal
It is proposed to agree with the solutions described above for trusted and untrusted WLAN. 
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